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Abstract— Web services paradigm is allowing applications
to electronically interact with one another over the Internet.
The business process execution language (BPEL) takes this

interaction to a higher level of abstraction by enabling Sales Service
the development of aggregate Web services. However, the (et g
autonomous and distributed nature of the partner services represented as a
. . . BPEL process)
in an aggregate Web service present unique challenges to

the reliability of the composite services. In this paper, we i

present an approach whereexisting BPEL processes are S8 @
automatically instrumented, so that when one or more of E\

their partner services do not provide satisfactory service 2!

(e.g., because of a service being overwhelmed, crashed, or Accounting Production Inventory Delivery
because of a network outage), the request for service is Service Service Service Service
redirected to a proxy Web service, where the failed or slow  Fig. 1. An example Sales aggregate service.

services are replaced by substitute services.

Index Terms: Web service monitoring, BPEL, sepa- The integration of multiple services, which potentially
ration Of_ concerns, static proxies, dynamlg proxies, can be developed and hosted on heterogeneous environ-
autonomic computing, self-healing, self-optimization, ments by third-party service providers, introduces new

dynamic service discovery. levels of complexity in the management of composite
services. Moreover, services interacting with aggregate
. INTRODUCTION services are often geographically scattered and commu-

nicate via the Internet. Given the unreliability of such
communication channels, the unbounded communication

electronically interact with each another over the Interne d_elgys, and the autonomy of_the Interacting Services, itis
difficult for developers of business processes to antieipat

In this architecture, reusable, self-contained and reilyote X . ;
gld account for all the dynamics of such interactions.

accessible application components, which are exposed ﬁ" o : T :
Web services, can be integrated to create more course- addition, the high-availability and high-performance

grained aggregate services. Figure 1 depicts an examprl.]@1ture of some composite services require them to con-

aggregate service, the Sales service, that involves foﬁ\nue working sausflactonly.m the face of failure or low
functional units. In this example, the activity of processi performance of their constituent parts [6], [7]. It is then

a purchase order from a customer involves the accountin¥n_portant to make aggregate services more resilient to the

production, inventory and delivery services. High-level dilure of th§|r partne-r serwces..
workflow languages such as business process execution”Autonomic computingg] promises to solve the man-
language (BPEL) [2], [3] can be used to define aggregat89ement problem by embedding the management of

services (business processes) that constitute a number GMPIex systems inside the systems themselves, freeing

related services [4]. Unfortunately, these types of busith€ users from potentially overwhelming details. A Web
ervice is said to be autonomic if it encapsulates some au-

ness processes are known to be very fragile. Accordin - ' h ) ‘
to [5], about 80 percent of the total amount of time used®nemic attributes [9]. Autonomic attributes include self

in developing business processes is spent in exceptidrPnfiguration, self-optimization, self-healing, and self
management. protection [8]. The focus of our ongoing research is

to transparentlyintroduce autonomic behavior to BPEL
S. Masoud Sadjadi is the corresponding author for this patecan  processes in order to make them more resilient to the
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Web services are facilitating the uptake of service
oriented architecture (SOA) [1], allowing organizatioas t




optimization behavior). all the invocations to the monitored partner Web services
In this paper, we present a framework' which we Ca”and may choose to forward the invocations to substitute

TRAP/BPEL, that enables us to systematically and autoservices even before the original service fails. Unlike
matically instrument BPEL processes so that when one c¥tatic and dynamic proxies, generic proxies can optimize
more of their partner services do not provide satisfactorghe performance of composite services without wasting
service €.g., because of a service being overwhelmedany time on invoking slow and unavailable partner Web
crashed, or because of a network outage), the request fegrvices.

service is redirected to proxy Web servigewhere the The major contributions of the work presented in this
failed or slow services are substituted by some availabl@aper are summarized as follows. First, our approach to
and more responsive “equivalent” services. To achievécorporating the autonomic behavior in BPEL processes
this, events such as faults and timeouts are monitored frof0€s not require the processes to be redeveloped from
within the instrumented BPEL processes. When a fault obcratch nor there is a need for any manual modification to
a timeout occurs, the request for service is forwarded téhe code of thexistingprocesses. Second, the adaptation

the associated proxy, which in its turns sends the reque&t done in a manner that the code for business logic is kept
to an available equivalent service. separated from the code for robustness of the process to

avoid these different concern to result in entangled code

Without compromising the general application of our R o ) :
approach and for the sake of simplicity, in this paper Wethat is difficult to maintain and evolve. Third, depending

assume tha¢quivalentservices are those that implementon the non—fun_ctlo_nal requwgmei::tsf the app_hcgtlcrjln, )
the same interface (and consequently implement the sanli@e proxy sevice incorporating the autonomic behavior

business logic) as that of the monitored services. sdnay be chosen to be static, dynamic, or generic. In

when two Web services implement the same port typet,h's paper, we describe tlgenerativeadaptation process,

we assume that they provide the same functionality anﬂqe architecture of the automaticqlly instrumente_d BPEL
they may be different only in the quality of the service processes, and their corresponding proxy services. We

they provide. We realize that this assumption may seer{>¢ & n_umber_ of case studies to demonstrate how the
too simplistic and unreal considering the proIiferationamomat'cal_Iy mstr_umented BPEL processes an_d their
of semantically different Web services that are expose§©''esponding static and dynamic proxy services interact
with the same interface and vice versa. However, rerin%) support self-healing and self-optimization in existing
on the substantial ongoing research in this area, w PEL Processes. .

expect that in the near future, standard organizations will Th_e rest of this Paper s 1S structured as follows. In
specify standard service interface definitions for différe Section ”_’ we prowd_e a backgr_ound on sor_ne_rela_ted
business domains that different service providers can ustgchnolqgms. In, Section I, we mtrodyce reliability in
to expose their semantically equivalent services througﬁo'ﬁnpo_s'te SErvIces .and survey poss't."e approaqh_es to
the corresponding specified standard interfaces [10]. IRroviding reliability in composite services. We finish
the case where the interfaces of semantically equivaleﬁ IS _sectlon by identifying where TRAP/BPEL fits n
services are not the same, all needs to be done is to éBe introduced taxonomy. In Section 1V, we provide

through an extra step of mapping the interfaces of th@n Overview of our approach to mstrumentmg BPEL
rocesses. In Sections V, VI, and VI, we introduce

equivalent services to those of the monitored services. Fﬁ‘ o d ) d , . ivel
example, using the adapter design pattern [11], one cah® static, dynamic, and generic proxies, respectively. In

expose the equivalent services with the same interface @:act;on \lgllll we duse ]Ehlree ca?e studies tohdemonstrate
those of the monitored services. the feasibility and usefulness of our approach. Section IX

. . contains some related work. Finally, some concluding
r;r RAP/I?JPE[Ltoﬁers _three prc|>(xy serwcgsft_atl((:j [1,[2161 Lemarks and a discussion on further research directions
where substitute services are known and fixed at devel provided in Section X.

opment time dynamic[13], where substitute services are
discovered during runtime, ageneric[14], where there

is no difference between the original partner services and
their substitutes. Each of these proxies have their own In this section, we provide some background informa-
applications. Thestatic proxies are bound to a limited tion for Web services, BPEL and Transparent Shaping.
number of alternative Web services; however, the statidou can safely skip this section if you are familiar with
binding avoids the unnecessary runtime overhead, makin@f! the above technologies.

it attractive for applications that do not need the flexipili

of the dynamic proxies. Thdynamicproxies, on the other A. Web Services

hand, enable dynamic discovery and binding of substitute 5 \wepb service is a software component that can be

partner Web services. Dynamic proxies while may add,.essed over the Internet. The goal of the Web service
more runtime overhead, but they provide more flexibility
for applications that would rather to delay discovery of !Functional requirementslescribe the interaction between the system

substitute services until runtime in the hope of taking ad2nd its actors (e.g., end users and other external systadegendent of
its implementation whilenon-functional requirementare those aspects

Vamage_ ofa mc_)re uDd_ated (and pot_entlall_y be_tter) pool o f the system that are not directly related to the functioeglirements
alternative services. Finally, thgenericproxies intercept (e.g., QoS, security, scalability, performance, and ftlétrance).

Il. BACKGROUND




architecture [1] is to simplify application-to-applicati C. Web Services Protocol Stack

integration. The technologies in Web services are specifi- ag illustrated in Figure 3, the key to achieving interop-
cally designed to address the problems faced by tradition@apility in Web services is a layered architecture. The
middleware technologies in the flexible integration of het'dependency relation between each two adjacent layers
erogeneous applications over the Internet. Its Iight\/\»tei.ghiS top-down. While the process layer (BPEL) takes care
model has neither the object model nor programmingy the composition of Web services, the service layer
language restrictions imposed by other traditional mid WSDL) provides a standard for describing the service
dleware systemse(g.,DCOM and CORBA). To facilitate  jnterfaces. At the messaging layer (typically SOAP), the
flexibility and interoperability, Web services are desedb  gperations defined in the service layer are realized as two
using a standard, machine-readable, XML-based languaggjated output and input messages, which serialize the
calledWeb Service Description Languagé/SDL) [15].  gperation and its parameters. At the bottom of the stack
Th|§ serwce_descnpuon_ proy|des Fhe details necessary the transport layer (typically HTTP) that facilitateth
to interact with the service, including message formatghysical interaction between the Web Services. Although
that detail the operations, transport protocols, and loywep services are independent of transport protocols,
cation [16]. Finally, interaction with Web services iS HTTP is the most commonly used protocol for Web
achieved through SOAP [17] messaging. service interaction. Except for the transport layer, adl th
protocols in the other layers are typically based on XML.

B. BPEL ‘ BPEL H Business Process ‘
Applications that provide specific business functions | XML ‘ WSDL H Description ‘

(e.g, price quotation) are increasingly being exposed ‘ SOAP H Message ‘

as Web services. These services then become reusabli

components that can be the building blocks for more ‘ LU0l S H U2l ‘

complex aggregate services (business processes). Cig. 3. The Web services stack.
rently search engines like Google, Yahoo! and MSN are

being exposed as Web services and provide functions

that range from simple queries, to generation of map®. Transparent Shaping

and_ driving directions. A bgsiness process 'ghat can be Transparent Shapinig a new programming model that
derived from the_aggrega‘uon of such SErvices WP“' rovides dynamic adaptation in existing applications [19]
be one that, for m_stance, generates driving direction he goal is to respond to the dynamic changes in their
AS |Ilus_trated by Flgur.e 2, the process could _work bynon—functional requirementgg.,changes request by end
integrating two service: .(1) a service that retrlleves th%sers) and/or environments.g..changes in the executing
addresses of nearby businesses; and (2) a service that gglwironment). In transparent shaping, an application is

the driving directions to a given address. This busmesﬁugmented witthooksthat intercept and redirect inter-

process can then be used from the on-board CompUtet-tion to adaptive code The adaptation is transparent

of a car to generate driving directions to the nearest 995ecause it preserves the original functional behavior and
station, hotel, etc. does not tangle the code that provides the new behavior
bartner (adaptive code) with the application code. By adapting

(Stent rogosas Web Services existingapplicati;)ns, transpa[en]t shf;:ping aims tgl achie;]ve

roaram o -Busimsazfvli_::aﬂon a separation of concerns [20]. That is, enabling the

Web Service
? @ separate development of the functional requirements (the
¢
ervice

= business logic) from the non-functional requirements of
an application.

Legend:
\ (O— Service port type (pt) O—D Web service (WS) @ Sequence of events —— Service dependency ‘

Fig. 2. A Business Process that integrates remote commot®nteate [1l. RELIABILITY IN COMPOSITESERVICES
a new application that gets driving directions. The goal offault-toleranceis to improvedependability
in asystenby enabling it to perform its intended functions

To facilitate the creation of business processes, a highin the presence of a given number of faults [21]. There
level workflow language, such as Business Process Execexists several definitions of dependability [22]. These
tion Language (BPEL) [18], is often used. BPEL providesdefinitions often depend on the attributesg(, availabil-
many constructs for the management of a process includty, reliability, and safety) of the system that are being
ing loops, conditional branching, fault handling and evendefined as a criterion to decide whether or not a system
handling (such as timeout). To make a BPEL process fauls dependable at a given time. The attributes defined may
tolerant, BPEL fault handling activitie®(g.,cat ch and depend on the intended use of the system [22].
cat chAl | constructs) can be used. We aim to separate In general, dependability is based on the notion of
the task of making a BPEL process more robust from theeliancein the context of interacting components. It asso-
task of composing the business logic of the process. ciates to the relatiomepends upgrnwhere a component




A depends upon a componeBt if the correctness of Business Process
B’s service delivery is necessary for the correctness of Layer ~ ® Consumer
A’s service delivery [22]. This relationship is typical of SORP Hesen
composite services since they are entirely dependent on Layor
their interactions with their partner services. An error
may propagate from a partner to the composite services; Transport Layer g:} N
thereby, creating new errors. As illustrated in Figure 4, Network
an error can propagate from componénto component SOAP Messaging
B, sinceB receives service frorA. The error propagation Layer
happens when an error reaches the service interface of Seni . v
A K ervice Provider
componentA and service delivered by to B becomes Layer Q v _
. . Provider
incorrect. The failure ofA becomes an external fault
to B and propagates the error in® through its use [Q Program component  <—> _ Message flow J

interface [22].

Error failure » Error

fault
Component A Component B

Fig. 5. Layers to apply reliability techniques.

transport layer. SOAP messaging can take different forms
of reliability depending on the underlying transport ser-
vice [26]. Therefore, techniques in this layer center on
. . using message-oriented middleware (MOM) [27] to en-
Our work focuses on theeliability attribute of de-  g,re rejiapility and robustness of message traffic. Exam-
pendability with a specialization orbustnessas asec- e technologies are reliable transport protocols such as
ondgry lattrlbute AV|Z|en|s. [22] deﬂneg reliability as the 11pR [28] and messaging infrastructures such as IBM
continuity _c_)f correct service and defines robu_stng_ss aS\ebsphereMQ [29], which have built-in transactional
_dependablllty Wlth respect te_xt_ernal faults. Reliability support for business processes [25].
is a key requirement for building dependable systems.
The means to achieving dependability can be classifie@OAP messaging layerAddressing reliability at this
into four groups: (1)fault avoidance through rigorous layer focuses on extending SOAP messages to include
design and implementation to prevent the occurrenceeliability properties that allow messages to be delivered
or the introduction of faults; (2jault removaj through  reliably between services in the presence of component,
verification, validation and diagnosis to reduce the numbegystem, or network failures. Using recently proposed
or the severity of faults; (3jault forecastingto estimate SOAP-based protocols such as WS-Reliability [30], ex-
the presence and consequences of faults; andal) tended SOAP messages can carry relevant reliability in-
tolerance to provide correct service in spite the presencdormation. However, the extended SOAP messages must
of faults [24], [25]. These techniques that ere applied abe understood and supported by a messaging infrastruc-
development time are not sufficient enough for ensurindure [25], [26]

the reliability of composite Web services that are ex-_ . N . .
. . Business process layeReliability at this layer aims to
pected to dynamically discover and assemble components, . o :
tovide dependable composition of Web services through

configure themselves, and operate securely and reliably

in a completely automated manner. This calls for thea/(j;./"’lr](:ed Iallulre hzzndl'gi’ aréc;fccimpertﬁgn?n—based tLans—
development of new reliability techniques that introduceg?¢1on Protoco’s [25], [31]. Efforts in this layer can be

autonomicfunctionality to address these challenges [6]’categor|zed Into_two groupéanguage-base(hnd_non
[25]. language-base@pproachesl.anguage-basedechniques

provide advanced failure handling and adaptability by

augmenting the process logic with additional language

constructs, whilenon-languagebased approaches focus
New reliability techniques for service compositions canspecifically on the process supporting infrastructure such

be developed at four layers. Figure 5 shows the differenjs the execution engine.

layers at which reliability techniques can be applied. Our work fits into this category by enabling adaptability

in BPEL process to address the concerns raised above.

Service provider layer. At this level, reliability focuses . :
on the service hosting environment. Here, reliability canOne might argue that BPEL should be extended with con-

be achieved by techniques that provide redundancy 0§tructs to handle those concerns. However, this would in-

computation and data, load sharing to improve perforg:rease the complexity of the language and it is also against

mance and fault tolerance, and clustering which intercont-he principle of separation of concems [32]. Constructs

nects multiple servers to avoid single point of failure [25] for specifying exce_ptlonal behavior gnd recovery actions
should be modularized and externalized and not scattered

Transport layer. At this level, the focus is on im- and tangled with the service implementation. Entangling
plementing reliable messaging for Web services at théhe logic for exceptional behavior and recovery actions

Fig. 4. Error Propagation [23]

A. Reliability Techniques



with the business logic of the application negativelywith erroneous conditions. Workflow-level techniques in-
impacts maintainability and adaptability. To addressé¢hesclude user-defined exception handliragd rescue work-
requirements for adaptable BPEL process execution, wlow. User-defined exception handlingllows users to
propose an approach that uses the transparent shapiggecify a fault-handling behavior for a certain failure of a
programming model to transparently adapt their behaviotask in the workflow; the fault-handling strategy may be
By transparentwe mean that the adaptation preserves thepecified as part of the process logic. Tascue workflow
original behavior of the process and does not tangle thtechnique executes a rescue workflow, which performs a
code forautonomicbehavior with that of the business set of recovery actions/tasks. The rescue workflow can be
process and its original functionality. Adaptive code isused, for instance, where the failure was due to the lack
encapsulated in external components that use a set of disk space that can be reclaimed or in cases where
extensible recovery policies (e.g., retry, skip, and useotally new resources need to be assigned for continued
equivalent service) to declaratively specify how to handleexecution [33], [34].

exceptional behavior and how to recover from typical Our current framework uses task-level techniques to
failures. support reliability in existing BPEL processes.

B. Failure handling techniques IV. INSTRUMENTING BPEL PROCESSES

There are several factors that can cause failure in the OUr approach to making an existing BPEL process ro-
execution of the workflows that define composite service®Ust involves monitoring the invocation of partner sersice
in distributed environments, they include network failure from within the BPEL process. Events such as timeouts
resource overload, or non-availability of required Compoﬁnd faults are monitored and upon the occurrence of such
nents. It is therefore important for workflow managemen€Vents, a proxy Web service is invoked to find and replace
systems to be able to identify and handle failures andhe faulty services. By automatically modifying existing
support reliable execution in the presence of concurBPEL processes, using a generator software that we
rency and failures. Workflow failure handling techniquesdeveloped, our approach aims to achieve a separation of
are classified into two groupsask-leveland workflow- ~— concerns [20]. That is, enabling the separate development
level [33], [34]. Figure 6 shows the different techniquesOf the process’s functional requirements (the business

in each of these two groups. logic) from the non-functional requirements (self-heglin
and self-optimization, in this work). This allows the initi
Faul Tolerance developer of the BPEL process, which could be a business

| analyst, to focus only on the functional requirements of
‘ the process and compose it as such and leave the non-
Tasklevel Workflow-evel functional concerns to our generative framework.

\ Following the Transparent Shaping programming
model [19], we first need to incorporate some generic
Retrying Checkpoining Replication  _ Alterative e Cemion’ hooks at sensitivinpointsin the original BPEL process.
Handing These joinpoints are certain points in the execution path of

the program at which adaptive code can be introduced at

run time. Key to identifying joinpoints is knowing where

in the BPEL processensingand actuatingare required
Task-level. Task-level techniques mask the effects of theand inserting appropriate code (hooks) to do so. Because
execution failure of individual tasks in the workflow. @ BPEL process is an aggregation of services, the most
Task-level techniques includeetry, alternate resource, appropriate place to insert interception hooks is at the
alternate task, checkpoint/restadnd replication The interaction joinpointsi(e., thei nvoke instructions) [35].
retry technique tries to execute the same task on thdhe monitoring code we insert is in the form of standard
same resource after failure. Thdternate resourcéech- BPEL constructs to ensure the portability of the modified
nigue (also known as migration) submits failed taskprocess. As part of the TRAP/BPEL framework, we
to another resource while thalternate tasktechnique developed aGeneratorthat automatically generates the
executes another implementation of a certain task if théstrumented version of a given BPEL process.
previous one failed. Theheckpointindechnique attempts
to continue workflow execution from the point of failure, V. STATIC PROXIES
this may involve moving failed tasks transparently to other , o .
resources. Theeplication technique runs the same task _1he job of @ proxy Web service is to discover and
simultaneously on different resources to ensure sucdessfgind equivalentWeb services that can substitute for the

task execution provided that at least one of the repIica@onitorEd services. Equivalent services can be discovered
does not fail [33], [34] either at design time (static discovery). During static

discovery, services that can substitute for the monitored
Workflow-level. Workflow-level techniques manipulate service are noted and tightly associated with the code for
the workflow structure such as the execution flow to deathe proxy.

Fig. 6. A workflow fault tolerance classification.



Figure 7 provides architectural diagrams showing théVeb services can behave in an autonomic manner by
differences between the sequence of interactions amongsing autonomic Web services [9]. By replacing failed
the components in a typical aggregate Web service and iend delayed services with substitutes, the proxy service
corresponding generated adapt-ready version. In a typicgrovides self-healing and self-optimization behavior to
aggregate Web service (Figure 7(a)), first a request is settie BPEL process, thereby making the BPEL process
by the client program, then the aggregate Web servicautonomic.
interacts with its partner Web servicés(, W S; to W S,,) In this paper, we make the following assumptions: (1)
and responds to the client. If one of the partner servicevo services arequivalent if they implement the same
fails, then the whole process is subject to failure. To avoigort type; (2) Web service partners atatelessandidem-
such situations, adapt-ready process monitors the bahavipotent A port typeis similar to an interface in the Java
of it partners and tries to tolerate their failure. programming language. It is possible for two applications

to be functionally equivalent without necessarily having
the exact same interface. When this occurs, a wrapper

Client Program @ interface/service can be used to harmonize the differences
G| ws, | . - ) X .
@ L - n partner in their interfaces. Given the rapid uptake of the service

i o Aggregate

¥ -
@Lﬁ; Web Service \

Web services

oriented programming model, we expect the emergence
of numerous services that are functionally equivalent and
(a) Sequence of interactions in a typical aggregate Welicserv thus can be substituted.

V1. DYNAMIC PROXIES

Client Program ® ot
o O— WS . . . .

& - @ (}Az;g:;’;‘;f:” — n partner Figure 8 illustrates the architectural diagram of an ap-
Q\@)/)‘ \L Web Service | Web services pI.ica.tion using an gdapt-read.y BPEL process augmented
® Aabsence of Fauts  With its corresponding dynamic proxy. This figures shows

p.igé p.iéP Presenceof Faults — the steps of interactions among the components of a

@ typical adapt-ready BPEL process. Similar to a static

Static | : P et ey proxy, the interface for the generated dynamic proxy is

t . .
Proxy \ exactly the same as that of the monitored Web service.
Pl the fu . The main difference between the dynamic and static
e oo Ws o ) X

{,;f,ﬁ;fvj‘;‘,f | qequialentwer  PTOXI€S is .that thg dynamw; proxy is augmenteq a mecha-

oo mams) | services for WSj  nism fo_r dlscov_ermg substitute services at runtime, nr_althe

K that being statically bound to a limited set of substitute

services.

(b) Sequence of interactions in thedapt-ready aggregate Web
service. Client Program

@ o
@ @ Adapt-Ready/'
J

n partner

b | —— O— Aggregate

Legend: ([ . ‘o, : Web services
[O— Senvice porttype () O—{_] Web service WS) @ Sequence of nteractions  —— Service dependency | \-"f“—:}" (;)Neb Service \
Absence of Faults
. 4 '¥ Presence of Faults
Fig. 7. Architectural diagrams showing the difference kesw the pQ P'Q ®
sequence of interactions among the components in a typicakgate YGERTS UDDI registry
Web service and its generated adapt-ready version. !F,'roxy } services
generated to
. . . . handle the faults
As monitoring all the partner Web services might not by o ol ® Dynaricaly
artner Wel i tifi j t
be necessary, the developer can select only a subs e i, Web senvices for |
. . (WS, and WS) S < I . .
of Web service partners to be monitored. For example oW, wSiand WSj
in Figure 7(b) WS, and W.S; have been selected for vegena:
e port type (pt) O—D Web service (WS) @ Sequence of events

monitoring. The adapt-ready process monitors these tw <~ ™™
partner Web services a.nd in the presenc_e of faults it WIIFig. 8. Architectural diagram showing the sequence of auons
forward the corresponding request to 8tatic proxy The  3mong the components in an adapt-ready BPEL process atepeith
static proxy is generated specifically for this adapt-readyjts correspondinglynamicproxy.

process and provides the same port types as those of the

monitored Web servicesi.€., pt; and pt;). The static When the dynamic proxy is invoked upon failure of a
proxy in its turn forwards the request to aguivalent monitored service, the proxy makes queries against the
Web service, which is “hardwired” into the code of this registry service to find equivalent services. At runtime,
proxy at the time it was generated. This means that thany service provider can publish new equivalent services
number of choices for equivalent services are limited towith the registry, which can potentially substitute a fdile
those known at the time the static proxy was generatedervice in the future.

Although the adapt-ready BPEL process remains a func- The registry technology used in the TRAP/BPEL
tional Web service and the proxy is an autonomic Welframework is the Universal Description, Discovery and
service (encapsulates autonomic attributes), functiondhtegration protocol (UDDI), which is a specification for

— Service dependency (static binding) ~ ----- » Service dependency (dynamic binding)




the publication and discovery of Web services. UDDI VII. GENERIC PROXIES
specifies a set of data structures, messages and API for

: oo ; . A genericproxy can interact with one or more adapt-
creating and maintaining information about Web services . o
oS . . ready BPEL processes [14]. Some behavioral policy is
in distributed registries. The registry allows for three

categories of information to be published: (hite pages used in the proxy to guide the adaptive behavior for each

that contain contact information such as the name, addreggomtored service. Figure 10 illustrates several adapt-

and telephone number of a given business; y&llo ready BPEL processes that are assigned to one generic
b nu ' agv USINESS, ¥EJOW groxy, which augments the BPEL processes with self-
pagesthat contain information that categorizes bus'nessemanagement behavior. The generic proxy uses a look-
based on Some existing taxonomies; andgeen pages up mechanism to query a registry service at runtime to
that contain technical information about the Web SEIVICeE | out about available services. But unlike the static
provided by the publisheq businesses (this can include thaend dynamic proxies , the generi;: proxy has a standard
URL of the service and its WSDL). . interface which bears no relation to the interfaces of the
There are four key components in the UDDI datamonitored services. The generic proxy has as interface
model: businessEntity, businessService, bindingTeraplatyt, that is able to receive requests for any monitored Web
and tModel. The information published in the white, service €.9., W S1; and W S,,).
yellow and green pages are captured under businessEntity,
businessService and bindingTemplate, respectively. The

tModel (or technical model) is used to represent service®' " Client Program

. . ¥ _ Adapt-Read| Adapt-Read| - %
taxonomies as well as store metadata about a service, Suc g w O s’ | | Aamregate L.

. . \,\ = Web Service 1 Web Service K
as the location of its WSDL [36]. e
\\\Z; -
Plis
m original partner @ Generic | @
WSDL UDDI Web services of : UDDI registry
the aggregate Py - Proxy @ services
tmodel Web service 1 Developed once

name = [portType] to provide
autonomic

p! Pt .
n original partner WSy E‘O‘ @ behavior. ®, O— ~WS; | | Dynamically
tmodel_category Web services of . E— identified equivalent
. [ Policy -
= K5 T

overview url = [WSDL location]

PortType

type = [*portType’] the aggregate Web services for

namespace = [namespace] Web service K ws,;and WS,,

i

Bind]ng (O— Service port type (pt) O—D Web service (WS) @ @ Sequence of events
tmodel_categol

type = ["blndln_(?] B —— Service dependency (static binding) ~ ----- » Service dependency (dynamic binding)

namespace = [namespace]

portType = [portType tModel]

Fig. 10. Architectural diagram showing the sequence ofrations
f T — \ among the components in TRAP/BPEL

tmodel
fname = [binding local name] \
overview url = [WSDL location] Legend:

Service service = [service key]
business = [business key] i .
e ———— The generic proxy can provide self-management behav-
O - [ ] ior either common to all adapt-read
access point = [service url] o A p y BPEL processes Or
e = o (] specific to each monitored invocation using some high-
- A\ ) Jevel policies. These high-level policies are specified in a

Fig. 9. Mapping WSDL to UDDI. configuration file that is loaded at startup time into the
generic proxy. We plan to allow runtime modification
to these high-level policies in future versions of our

In order to adequately categorize services in a UDDITRAP/BPEL framework. Figure 11 shows an example
registry, certain conventions have to be adhered to. Thpolicy file where each unique monitored invocation can
method of classification we use focuses on registerinfiave a policy specified under ser vi ce element. The
services based on the information in their WSDL de-l nvokeNane element (line 4) has a value that uniquely
scriptions, in other words, mapping WSDL to UDDI. identifies a monitored invocation in an adapt-ready BPEL

Information about the WSDlservi ce and port are process. The generic proxy checks all intercepted invo-

stored under components of the UDDI data model. Dat&ations and tries to match these invocations with the

registered from the WSDL includes the URL for eachspecified policies. If it finds a policy for that invocation,
service port. The dynamic proxy makes queries to théhe proxy behaves accordingly, otherwise it follows its

UDDI registry via the API provided by JUDDI, which default behavior.

is an open source Java implementation of the UDDI If a policy exists, the generic proxy may take one of the

specification. The query term is fixed since with thefollowing actions according to the policy: (1) invoke the

port types of the monitored services is known duringservice being recommended in the policy (line 6); (2) find
adaptation. At this stage of our work, no selection criteriaand invoke another service to substitute for the monitored
is used when multiple services are discovered, althougkervice; and (3) retry the invocation of the monitored
some selection policies can be easily incorporated into theervice in the event of its failure (line 10). The policy also
proxy to introduce some added quality-of-service. specifies the time interval between retries (line 12). The



1. <Policy> 1. <nessage nane="generi cl nput Message" >
2. <Service> 2. <part nanme="invokenane" type="xsd:string"/>
3 <!--a unique nane for nonitored invocation--> 3. <part nanme="porttype" type="xsd:string"/>
4. <l nvokeNane val ue="W5- I nvoke"/ > 4. <part nanme="operation" type="xsd:string"/>
5. <I--WBDL for a default Web service substitute--> 5. <part nane="vari abl es" type="xsd:string"/>
6. <Wsdl Url preferred="true"value="http://./W5. wsdl "/ > 6. </ message>
7. <!--timeout value for the nonitored invocation--> 7.
8. <Ti meout seconds="2"/> 8. <message nanme="genericQut put Message" >
9. <!--the nunber of tines to retry failed invoc.--> 9. <part name="reply" type="xsd:string"/>
10 <MaxRetry val ue="2"/> 10. </ nessage>
11 <l--time to wait between retries--> 11.
12 <Retrylnterval seconds="5"/> 12. <nessage nane="extract| nput Message" >
13 </ Service> 13. <part nane="val ues" type="xsd:string"/>
14. <Service> 14. <part nane="parani type="xsd:string"/>
15. ... 15. </ nessage>
16. </ Service> 16.
17. </ Pol i cy> 17. <nessage nane="extract Reply">
18. <part nanme="val ue" type="xsd:string"/>
19. </ nessage>
Fig. 11. A portion of a policy file for the generic proxy. 20.
21. <portType nane="proxyPT">
22. <oper ation nane="genericl nvoc">
23. <i nput nessage="tns:genericl nput Message"/ >

<out put nessage="tns: generi cQut put Message"/ >
</ operati on>
<operation nane="extract">

<i ntput nessage="tns:extract!| nput Message"/ >

. . . 24.
default behavior of the proxy is to consult the registry tozs.
find and invoke an appropriate a service that implement%j
the same inteface as the monitored invocation. 28. <output message="tns: ext ract Repl y"/ >

Figure 12 provides a section of the WSDL of theZ: _ 5 °Pyratl o
generic proxy. As can be seen from its description, the in-
terface for the proxy has two operatioggner i FI nvoc Fig. 12. A section of the WSDL description of the interface tioé
andextract (lines 22-25 and 26-29 respectively). The generic proxy.
former is used to receive an intercepted request and the
latter is used to provide the information about the reply,
respectively. The input message to thenericlnvoc  genericQut put Message and thepar am part specifies
operation (lines 1-6) has four parts: (Lpvokename, Which parameter value to extract from thyneric-
which is used to identify the monitored service; (2) Qut put Message. The proxy then sends this value back
por t t ype, which identifies the port type of the monitored to the BPEL process.
invocation (this variable is the unique key used to query
the UDDI registry for services that implement the same

|ntetr_face?c;tf13)opert'?t ! orl\), Wh'Ch I'ldzr_'t'f'eds the_ eﬁwt OP= " In this section, we use three case studies to demonstrate
eration of the port type being called; and (i abl es, the self-healing and self-optimization behavior of the

Wh'Ch CO”t?'”S the serialized input mgssage for t.he mong]enerated BPEL processes and their respective dynamic
itored service. When the proxgeneri cl nvocation

operation is called with theener i ¢l nput Message, the proxies. To better demonstrate the applicability of our
. . X o o ’ roach to any BPEL process, we tried to use existin
proxy can identify which service is being intercepted an bp y P 9

di th details about the i i PEL processes that are not originated by us. For each
can discover the hecessary detalls about Ihe INVocatiof,, .o study, we start by describing the application, then we
The proxy can then take one of the several actions

ified in th licy file. t i d adaot th present the configuration of the experiment environment.
specilied In he policy file, 1o monttor and adap eFinaIIy, we show the results of the experiment.
intercepted call.

For dynamic service invocation, the generic proxy uses
the Web Service Invocation Framework (WSIF). Once”- The Google-Amazon Process
the reply is ready, the proxy serializes the reply, puts The Google-Amazon business process integrates the
the serialized message into thener i cOut put Message  Google Web service for spelling suggestions with the
(lines 8-10), and sends the message back to the adaptédhazon E-Commerce Web service for querying its store
BPEL process. When thgeneri cQut put Message ar-  catalog. The business process takes as input a phrase
rives at the adapted BPEL process, it needs to be desefkeywords) which is sent to the Google spell-checker for
alized. Since BPEL is not a general-purpose programmingorrections. If any word in the input phrase is misspelled,
language, it lacks the necessary constructs to deserializbe Google spell-checker sends back as reply the phrase
the (eneri cQut put Message) message. So, the adapt- with the misspelled words corrected (the phrase is un-
ready BPEL process uses thetract operation of the changed if the spellings are correct). The reply from the
generic proxy to accomplish this task. We note that the5oogle service is used to create keyword search of the
serialized output message can be comprised of one dmazon bookstore via the Amazon Web service.
more parts [15]; therefore, a series of calls todker act From this original Google-Amazon process, we used
operation might be required to extract the value for eaclthe generator to generate the adapt-ready process. For
message part. Thextract | nput Message (lines 12- this adaptation we have selected to have the generator
14) for theextract operation has two partsial ues  only adapt the invocation of the Google spell-checker.
and param The val ues part contains the serialized We then found another publicly available Spell-checker

VIIl. CASE STUDIES



Web service from Cydne to act a substitute for the Googl¢he dynamic proxy (labeled 3). The dynamic proxy first
service. There is a slight difference between the integfacequeries the JUDDI registry for substitute services (latbele
of the Google and Cydne spell-checkers. We used 4). The result of the query is used to bind the substitute
wrapper Web service for the Cydne service in order tcservice and forward the requests to this service (labeled
harmonize the interfaces. 5).

1) The ExperimentAs illustrated in Figure 13, client

i @
requests are made to the BPEL process (labeled 1), whi Faapieady }

Client Program

o
. . . . S O)
results in the invocations to the Google Web service @m‘ | ———+ O—lLoan-Approval 2partner
e =

. . . / D . \ ot o Web services
O
(Iabgled 2). To simulate the unava|lab|I|ty_of the Goqgl_e ® Absonce of Fauls
service, we changed the URL of the service from withir [ Presence of Faults
. . t ty
the Google-Amazon process, to point to a non-existel Q™

@

address. Thus upon the imminent failure of the invocatio o UDDI registry

for the Google service, the adapt-ready BPEL process il ® ;emce.s ]

vokes the dynamic proxy (labeled 3). The dynamic prox' proxy |~ . } id«yenni;inelzaeguivalem

) . . . . Web services

first queries the JUDDI registry for substitute service: ) ) )
(labeled 4). As a result of the query, it finds the wrappe E:)génlibpr-(IJ—Cael iigges'lﬁﬁff interactions among the componerifsei
Web service for the Cydne spell-checker. The proxy the

binds to the wrapper service, which in turn binds to the 2y Self-Healing and Self-Optimizationin order to
Cydne spell-checker with the input keywords (labelecdemonstrate the autonomic behavior of the generated
5 and 6, reSpeCtiVer). The result of this invocation is BPEL process and its Corresponding dynamic proxy, we
sent back to the adapt-ready Google-Amazon process a have programmatically altered the Loan Approver Web
then used as input to query the Amazon store serviC.gervice to generate faults and a delay of two seconds
For example, we used “Computer Algorthms” as inputafter a certain number of successive invocations. The
keyword to the process, Google (or the wrapper) correctegyccessive invocations to the Loan Approver Web service
it to “Computer Algorithms”, and Amazon found this are the results of requests to the BPEL process made by
book: “Bruce Schneier, Applied Cryptography: Protocols the client application. These requests are mapped on the
Algorithms, and Source Code in C, Second Editién”.  x axis of the chart shown in Figure 15. As the plot for the
original BPEL shows, for the successive invocations 11

Dynamic

Client Program ® oL, .
o T /, 2ot to 20, the.Loan Approver Web service ge_nerates a fault
\3&\)\7“ s Web sorvices for those invocations, and for the invocations 31 to 40,
Sas ©'°°ess O R the Loan Approver Web service is made to delay for 2
‘ Prosence of Faulls seconds before sending back a reply to the BPEL process.
Pty . . . .
? The fault generation is meant to simulate a problematic
o UDDI registry Web service, a server crash, or a network outage and the
i services . . .
Dynamic ® delay is meant to simulate an overly loaded Web service
Proxy , | Wrapper : . ) .
——————————— > & | B iazzy o or its corresponding host. We set the timeout duration for

, ) ) . the Loan Approval BPEL process to 1 second.
Fig. 13. The sequence of interactions among the componerttsei

Google-Amazon case study. Request Completion Time Comparison

B. The Loan Approval Process vieb service o s host

The Loan-Approval process is a commonly used samg 2 I
ple BPEL process. The Loan-Approval BPEL process isg / \
an aggregate Web service composed of two other We$ '
services: a low-risk assessor service (LoanAssessor) alif /F"*MW
a high-risk assessor service (LoanApprover). The Loang
Approval process implements a business process th £ 2 problemati web senice

. . H H O 05 2) a service crash
uses its two partner services to decide whether a give 3) @ network outage.
individual qualifies for a given loan amount. Both the g r——
0

business process and the risk assessor (simulated) serv o 5 w15 20 25 3 35 4 45 50
are dep|oyed |Oca||y_ Successive Requests from the Client

1) The ExperimentAs illustrated in Figure 14, client [+ Onigina/ BPEL —+— Robust BPEL]
requests are made to the BPEL process (labeled 1), whicFig. 15.  This chart shows the comparison between the request
results in the invocations to the partner Web Service:completion time for the original and the robust BPEL proesss
(labeled 2). Upon failure of these partner services or ai
invocation timeout, the adapt-ready BPEL process invokeisW

Figure 15 plots the request completion time for the

0 sets of experiments (one with the original BPEL
2The Amazon store service actually returned a list of booksvii ~ PrOCESS and the Other with the generated B_PEL process)

only show the first one. for the 50 successive requests from the client program




to the Loan Approval BPEL process. One plot reflects . .. ot Program
the behavior of the original BPEL process and the other § _ o Adapt-Feady Adapi-Ready

one reflects the behavior of the generated robust BPEL @, ~°© 0
process and its corresponding dynamic proxy. According

to the experiment setup, the first 10 request are completed . ... { [

. . ® .
normally as there are no fault generated or no delay is Veosreso Generic |- O Uo0L | FLT ™

Plin .-~
added on the execution path of these request. As expected "= Proxy
the average completion time for both the original and the  qigra parner { e @ | = ’@,}Dynamcaly

’ n
Web services of Policy identified equivalent

robust sets of experiments are almost the same (about e toan Asprova e o & |

process

47 milliseconds). This result indicates that in normal
operation, the overhead added by the robust BPEL process
is negligible. Legena:
Right after the completion of the first 10 requests, the ~ ™
Loan Approver Web service starts throwing exceptions for
the next 10 requests. Although Figure 15 shows that theig. 16. The interaction between the processes and theigamexy.
completion time for the original BPEL stays as before, but
all the requests are returned with exception and the results
are of no use. In other words, the original BPEL pro-of both charts in Figure 17 shows, the number of total
cess fails its clients. The robust BPEL process, howevegonsequent calls are 50. The initial runs were made
catches all such exceptions and uses the dynamic proxagainst the original BPEL process. The results are plotted
to find an equivalent service. In its turn, the dynamicin the charts in Figure 17 under thariginal curves.
proxy uses the UDDI server and finds the substituenSimilarly, the results of the observed completion times of
service. The plot for robust BPEL in Figure 15 showsthe adapt-ready versions are plotted in Figure 17 under
an increase in the completion time, which is about 127%he adaptedcurves.
milliseconds. We believe that for many applications, the For the Loan-Approval process, the average completion
extra 80 milliseconds overhead is much more desirabléme for the original process is approximately 0.06 sec-
than receiving a faulty response. onds and for its adapt-ready version is 0.11 seconds. For
For the next 10 requests (21 to 30), the Loan Ap-the Google-Amazon process, the average completion time
prover Web service goes back to its normal behaviofor the original process is approximately 0.82 seconds and
and responds to the requests without throwing exception#or its adapt-ready version is 0.86 seconds. This experi-
As can be seen from Figure 15, the robust BPEL usegient shows that the performance overhead introduced by
the original Web service and in essence optimizes th#ée generic proxies (approximately 0.05 and 0.04 seconds)
completion time for these 10 requests. As illustrated in thés negligible for most BPEL processes.
original BPEL plot, for the next 10 requests (31 to 40), Figure 18 show a comparison of the average comple-
the Loan Approver Web service responds to the requestins times for the static, dynamic and generic proxies on
after 2 seconds of delay. As the time out in the robustunning the adapt-ready Loan-Approval process. The av-
BPEL process is set to 1 second, the robust BPEL procesgage completion time for the static proxy is 0.078, while
withdraws its invocations to the original Loan Approver that of the dynamic proxy is 0.1, as compared to 0.11
Web services after 1 second and uses the substitute Wé@r the generic proxy. We attribute to noticeably lower
service. In this way, the robust BPEL process completeiime for the static proxy to the fact that the substitute
the request in almost half the time as that of the originabervice is statically bound to the proxy, which eliminates
BPEL process. the overhead incurred through service discovery.

e port type (pt) o—D Web service (WS) @ @ Sequence of events

——» Service dependency (staticbinding) - » Service dependency (dynamic binding)

IX. RELATED WORK
C. The Google-Amazon and Loan Approval Processes  girman et al. [6] propose extensions to the Web ser-

In this part, we evaluate the performance of generia/ices architecture to support mission-critical applicas.
proxies using the two examples previously introduced. AsThey propose the following five extensions; Component
illustrated in Figure 16, for the Google-Amazon processHealth Monitoring (CHM), Consistent and Reliable Mes-
we have selected the Google spell checker service arghging(CRM), Data dissemination (DDS), Monitoring and
for the Loan Approver process, we have selected th®istributed Control (MDC) and Event notification (EVN).
Loan Approver service to become adaptable. As can b8imilar to ours, this work aims to improve the reliability
followed in the figure, a sample policy can be used toof Web services, but it proposes extensions to the Web
forward the intercepted calls to their original servicesservices architecture.

(labels 1, 2, and 3) and use a substitute service in case anBaresi's approach [37] to monitoring involves the use
original service fails (labels 4 and 5 for the Loan Approvalof annotations that are stated as comments in the source
process). BPEL program and then translated to generate a tar-

To evaluate the performance hit of the generic proxiesget monitored BPEL program. This approach achieves
we configured the client applications to sequentially makehe desired separation of concern; however, it requires
calls on their corresponding processes. As the X-axisnodifying the original BPEL processesanuallyand the
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Fig. 17. The response time of the original and adapt-readggsses X. CONCLUSION AND FUTURE WORK
(in seconds). Top: Loan-Approval Process; Bottom: Godgigazon )
Process. We presented an approach to transparently adapting

BPEL processes to tolerate run-time and unexpected faults
and to improve the performance of overly loaded Web
annotated code is scattered all over the original code. Thservices. We have introduced the static, dynamic, and
manual modification of BPEL code is not only difficult generic proxies and discussed how they are different and
and error prone, but also hinders maintainability. depending on the application which one may perform
Charfi et al [32] use an aspect-based container tbetter than the others. With the use of case studies, we
provide middleware support for BPEL. The two inputs todemonstrated how our TRAP/BPEL framework enables
the framework are the BPEL process and a deployments to incorporated self-healing and self-optimization be-
descriptor. The descriptor specifies the non-functionahavior into existing composite Web services developed
requirementsd.g, security, persistence and transactions)in BPEL. We use a generative approach to incorporating
The process container is the runtime environment for théhe autonomic behavior in existing BPEL processes. The
BPEL process. All interactions go through the containeradaptation is done in a manner that the code for business
which plugs in support for non-functional requirements.logic is kept separated from the code for robustness of
Aspects can be generated using the deployment descriptthre process.
to specify the pointcuts. Aspects specify what and how
SOAP messages can be modified to add, for instance,
security information to the header. This framework is
different form our because it requires a purpose built [1] D. Booth et al. ,Web Services ArchitecturV3C, 2004.
BPEL engine. Also, the adaptation is done at a much[2] S. Weerawarana and F. Curbera, “Business process wéfhbp:
| | | (th . | Understanding,"Online article 2002.
ower level (the messaging layer). [3] D. Sherman, “Business flows with bpel4w$hline article 2005.
Finally, Erradi et al. [38] provide reliability through [4] D. C. Marinescu/nternet-Based Workflow Management: Towards
a policy driven middleware named Web Services Mes- __ & Semantic Web Wiley-Interscience, 2002. .
. . {5] C. Peltz, “Web services orchestration a review of enmggi
sage Bus (V‘{SBUS)1 which is U.SGd to transparently.enac technologies, tools and standardBgchnical PaperJanuary 2003.
recovery actions. The wsBus intercepts the execution ofi6] K. P. Birman, R. van Renesse, and W. Vogels, “Adding higaila
composite services and transparently provides recovery ability and autonomic behavior to web services.Froceedings of
. b d ibl f lici the 26th International Conference on Software Enginee(l@pE
Services asg on an extens_l eseto _recovery policies 2004) Edinburgh, United Kingdom: IEEE Computer Society,
(e.q, retry, skip, and use equivalent service). The wsBus  May 2004, pp. 17-26.
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