Chapter 5
Qualitative Analysis of Commercial Social
Network Profiles

Lester Melendez, Ouri Wolfson, Malek Adjouadi, and Naphtali Rishe

5.1 Introduction

Social-networking sites have become an integral part of many users’ daily internet
routine. Commercial enterprises have been quick to recognize this and are sub-
sequently creating profiles for many of their products and services. Commercial
enterprises use social network profiles to target and interact with potential cus-
tomers as well as to provide a gateway for users of the product or service to interact
with each other. Many commercial enterprises use the statistics from their product
or service’s social network profile to tout the popularity and success of the prod-
uct or service being showcased. They will use statistics such as number of friends,
number of daily visits, number of interactions, and other similar measurements to
quantify their claims. These statistics are often not a clear indication of the true pop-
ularity and success of the product. In this chapter the term product is used to refer
to any tangible or intangible product, service, celebrity, personality, film, book, or
other entity produced by a commercial enterprise.

Social network profiles are complex entities that require one to use heuristics
in addition to traditional statistics in order to assess the success and popularity of
the product showcased in the profile. For example, a product’s profile may have
one million friends; using only quantitative analysis, this would lead one to believe
that the product showcased has achieved a great deal of success. Using heuris-
tic techniques one can sift through subsets of the profile’s friend list and take into
account things such as, the number of friends that are not other commercial pro-
files which interact at least bi-weekly with the profile being analyzed. This will
yield a new measurement that may be orders of magnitude lower than the initial
one million friends claimed. Thus, showing the success of the product was not as
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great as initially thought when applying only quantitative analysis. Heuristic based
qualitative analysis of commercial social network profiles is vital to understanding
the impact, popularity, success, and reach of a product or service.

As with many academic avenues, there are outliers and caveats that do not fit
neatly into the methods proposed; such instances are out of the scope of this chapter.
This chapter will discuss some general methods used in traditional quantitative
analysis of commercial social network profiles and introduce heuristics that will
facilitate more accurate qualitative analysis in most cases. These heuristics have
been developed with the help of partners in the music and entertainment industry.

5.2 What Is a Commercial Social Network Profile?

The social network profiles that the average user will sign up for are standard per-
sonal profiles. These profiles are designed for an individual user to use as their own
public billboard. Standard personal profiles contain the features an everyday private
citizen is likely to require. In addition to a standard personal profile many external
social-networking sites, such as MySpace, offer their users the option of specialized
profiles [1]. Specialized profiles are created with additional functionality — which is
geared to accommodate the needs of a specific domain. These profiles may have ad-
ditional features not available in standard personal profiles, while still maintaining
most of the features that come with standard personal profiles. Commercial enter-
prises see these additional features as an opportunity to showcase their product in
a dynamic and vibrant manner. Often, commercial enterprises will sign up for an
account with a social-networking site and create a personal or specialized profile for
the sole purpose of furthering their product’s success. The resulting profile is consid-
ered a commercial social network profile. It is important to distinguish commercial
social network profiles from fan or imposter profiles.

Fan profiles, similar to fansites, fanpages [2], and tribute pages, are personal or
specialized social network profiles created and maintained by supporters of a prod-
uct for the purposes of paying homage. At times, fan profiles may be inadvertently
confused with commercial social network profiles due to the level of devotion of the
individual or group maintaining the profile. The content may be so involved and of
such high quality that it is difficult to determine whether the profile is commercial or
not. Imposter profiles pose a similar problem such that they are personal or special-
ized social network profiles created with the explicit purpose of falsely identifying
themselves as a commercial social network profile. Imposter profiles often times
are nearly identical in design and content to the commercial social network profile
they are impersonating. It is difficult to determine the difference between the profile
types mentioned without qualitative analysis.

Heuristic 1 provides a straight forward rule for determining whether or not a
profile is commercial.
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Heuristic 1:

e A social network profile created and maintained by a commercial enterprise for
the sole purpose of furthering their product’s success is considered a commercial
social network profile (CSNP).

5.2.1 Reciprocal Identification

Application of heuristic 1 requires a qualitative analysis of the profile in question.
Introduced here is a generic approach that can be applied across different social-
networking sites.

An efficient and effective method for the application of heuristic 1 is reciprocal
identification. Reciprocal identification (RI) is the presence of a direct hyperlink
from the official website of the product or commercial enterprise to the correspond-
ing CSNP. RI establishes the CSNP and the commercial enterprise’s recognition of
the relationship between the two.

RI can be detected by analyzing the hyperlink structure of the product or com-
mercial enterprise’s official website. Many times, it is necessary to spider the
hypertext of the product or commercial enterprise’s website in order to establish
RI. It can be inferred that the profile is likely a CSNP if RI is found to exist.

The presence of RI can be established using automated scripts or manual inspec-
tion. An example application of heuristic 1 using RI is depicted below in Fig. 5.1.

Profile in Question:
http://www.myspace.com/falloutboy

Official Website of Commercial Enterprise:
http://www.falloutboyrock.com

Source Excerpt from:
http://www.falloutboyrock.com

<a class="footer link" id="foot ms"
href="http://www.myspace.com/falloutboy"
target="_blank">&nbsp;</a>

Result: RI is present because a direct link to the CSNP in question exists
on the commercial enterprise’s official website thus;
http://www.myspace.com/falloutboy is a CSNP.

Fig. 5.1 Application of heuristic 1 using RI
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5.2.2 Types of Commercial Social Network Profiles

One can categorize most social network profiles as commercial or non-commercial
using heuristic 1 at a coarse-grain level. A fine-grain analysis shows that there are
various subtypes of CSNPs. This chapter introduces five major types of CSNPs:
music, film, television, public figures, and events. Determining which subtype a
CSNP falls into requires a simple logical determination as to what product is being
highlighted; the design of CSNPs makes this easy to determine.

5.2.2.1 Music

The music industry has been keen on using social-networking as a tool to expand
the reach of their products; namely, performing artists. Market demand has made it
almost certain that all music CSNPs are specialized profiles. Most social networks
offer special functionality to accommodate the demands of music industry CSNPs.

As with most CSNPs, music industry CSNPs can be identified easily by com-
monsense qualitative observation of the CSNP itself [3]. Additionally, they share
common content traits that can assist an inexperienced individual in identifying a
profile as a music industry CSNP.

Examples of common content traits for music industry CSNPs are:

Embedded multimedia player containing a sampling of the artist’s music
Hyperlinks for purchasing the artist’s music

Listing of artists upcoming tour itinerary

Banners advertising the artist’s upcoming featured appearances in media
Banners advertising the artist’s sponsors

Links to promotional materials (banners, icons, wallpapers, etc.)

The facility provided by music industry CSNPs to present users with such a wide
array of content, allows them to serve as stand-alone entities capable of negating
the need for an official website if the commercial enterprise behind it so desires;
though this is rarely the case. Generally, music industry CSNPs have a lifespan
slightly greater than that of the artist they were created to promote. Once the artist
becomes inactive, the CSNP may fall into disrepair and eventually be discarded by
the commercial enterprise that created it.

5.2.2.2 Films

The motion picture industry has also found a use for CSNPs; these too are usually
specialized profiles. Motion picture studios may create a CSNP for one of their up-
coming releases [4]. These CSNPs are geared more towards fan-to-fan interaction.
Many times the CSNP’s main attraction is a forum where fans of the movie can in-
teract with each other pre- and post-premier. The content offered is usually limited
to trailers of the movie, content recycled from the official website, and links to the



5 Qualitative Analysis of Commercial Social Network Profiles 99

official website. Motion picture CSNPs are used more as tools to funnel potential
customers to the official website and establish a social network presence than to
serve as a stand-alone attraction. This kind of CSNP has a relatively short lifespan.
They rarely remain useful long after the theatrical or DVD release of the film it was
created for.

5.2.2.3 Television

Television CSNPs are CSNPs built around products produced by the network and
cable television industries. Similar to film CSNPs, they are used primarily to steer
fans and potential fans towards the official website. Largely community based, these
CSNPs rely on continuous fan-to-fan interaction and fan-to-product interaction to
produce a return on their promotional investment; more specifically, creating a cult
following and producing higher ratings [5]. Unlike film CSNPs, the lifespan of these
profiles is expected to run long after the debut of the product; all the way through to
the product’s finale.

5.2.2.4 Public Figures

Public figures from television, fashion, sports, politics, and other avenues are known
to use standard personal profiles to increase their visibility and to serve as a public
relations tool. It is common for personalities to have a CSNP on all of the top social-
networking sites [6]. Public figure CSNPs come in all shapes and sizes. Some are
the public figure’s primary internet presence serving as a means for press releases,
media requests, appearance announcements, and more; while other public figures
use their CSNP as nothing but a place holder to prevent squatters from creating
imposter sites.

5.2.2.5 Events

CSNPs promoting upcoming events are now commonplace [7]. The commercial
enterprises behind events such as the Super Bowl, the Vans Warped Tour, and the
American Cancer Society’s Relay for Life have all left their footprint on the social-
networking world. These profiles are the shortest lived of the five subtypes of CSNPs
as they are of little to no use once the event is over. They can be either standard
personal profiles or specialized profiles. These CNSPs rely almost entirely on par-
ticipant interaction. The sites have a narrow demographic as the reach of the event
is generally confined to a small geographic area. Annual events may, at times, reuse
the previous year’s CSNP; updating it as necessary.
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5.3 Quantitative Analysis of CSNPs

Quantitative analysis is the preferred method by which commercial enterprises
evaluate the success of their CSNPs. They use statistics such as the number potential
customers connected to the CSNP, customer interactions with the profile, and pro-
file visits as selling points when touting the overall success of the product associated
with that particular CSNP. It is important to have a fundamental understanding of
some of the more commonly used measurements in order to grasp the importance
of using a qualitative approach when analyzing CSNPs.

5.3.1 Connections

Profiles within a social network are often referred to as nodes within the technical
community. Each node in a social network has a set of nodes that it is connected
to via a social relationship. The nature of this connection, or relationship, is depen-
dent upon the kind of social network. Some examples of connections are friendship,
membership in an organization, ancestral ties, and geographic location. One of the
more widely used types of connections is friendship.

For the examples in this chapter, it is safe to assume that friendship is the type
of connection being used. If two nodes are connected to each other via a friendship
relationship, it is said that they are friends. The set of all of a profile’s friends is
colloquially known as a friend list. In the realm of quantitative analysis, the size of a
CSNP’s friend list is a prime indicator of its success. Quantitatively, the conclusion
can be drawn that the more friends a profile has, the more expansive its reach, and
thus, greater its success.

For clarity, in the following scenario, the profile initiating the connection request
is known as the “friender” and the profile receiving the connection request is known
as the “friendee”; the connection request itself is referred to as a “friend request”
and exists on the same social network. There are two ways for a profile’s friend list
to grow. The first is for the CSNP to act as the friender and initiate a connection
with a potential customer, the friendee, by sending a friend request. This request
asks permission to add the friendee to the friender’s friend list and as a result adds
the friender to the friendee’s friend list. The friendee, the potential customer, now
has the ability to accept or decline the friend request. There are various methods by
which commercial enterprises go about initiating friend requests. Many times these
friend requesting methods will skew quantitative analysis which will be discussed
in greater detail in a later section.

The second is a customer initiated friend request. The potential customer submits
a friend request to the CSNP. The CSNP’s administrator then decides whether or
not to accept the request. Once the request is accepted, the CSNP and the potential
customer are friends and are present in each other’s friend list. Once the potential
customer and the CSNP are on each other’s friend list, they are able to interact.
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5.3.2 Interactions

By definition, social interaction is an interaction between two or more members
of a social group [8]. Analogously, nodes within a social network can interact as
well. Generally, the only requirement is that they are friends. Social networks offer
a variety of ways in which their nodes can interact with one another. Interactions
between nodes are singular one way events; meaning that one node is the sender
and one node is the recipient of the interaction. Interactions are also either related
or unrelated. Related interactions are interactions that are conducted in response to
another interaction. An example of related interactions could be a private message
thread in a user’s inbox or series of comments made on two profile’s main pages.
The following is a sample transcript of four related interactions between a band’s
CSNP and the personal profile of a fan. The type of interaction being illustrated is a
wall comment, also known simply as a comment.

(1) Band CSNP: Hi there, are you coming to our performance tonight?

(2) Fan’s Profile: OMG! Yes! It’s going to be awesome!

(3) Band CSNP: That’s great to hear = Will you be bringing friends?

(4) Fan’s Profile: Of course, my best friend Jane and her sister are coming too.

Interaction (1) triggers, or directly causes, interactions (2), (3), and (4) to be
performed and thus all four interactions are considered related. Conversely, the fol-
lowing example shows three unrelated interactions.

(1) Band CSNP: We have a new song up! Come check it out!
(2) Fan’s Profile: Hey, my friend says she went to HS with your singer.
(3) Band CSNP: Don’t forget, we have new t-shirts for sale!

A brief semantic analysis of the contents of these comments shows no discernible
connection. None of the comments show any signs of having triggered the other and
thus are considered unrelated.

Commercial enterprises place a lot of stock in the number of overall interactions
associated with their CSNP. Quantitatively, it is inferred that the more interactions a
CSNP has, the more interest its product has generated and thus the more successful
it is. Examples of interactions may be related to the CSNP’s main profile page,
blog entries, status updates, pictures, videos, bulletin boards, and could even just be
generic e-props, such as “kudos” or “likes”.

The most popular type of interaction between social network friends is known
as the wall, or profile comment [9]. The profile comment is simply a plain text or
HTML snippet that the sending friend can leave on the receiving friend’s main pro-
file page. This snippet is displayed on a virtual corkboard of sorts on the receiving
friend’s main profile page. There are variations of comments implemented through-
out the social-networking world; such as comments specific to pictures and videos.
Though the most prevalent, comments are only one of countless interaction types.

Social networks offer many more novel interactions allowing friends to rank each
other’s pictures, videos, and blogs; send e-gifts, survey results, event invitations,
birthday reminders, and more.
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5.3.3 Hit Counters

As with their official websites, commercial enterprises find it beneficial to add hit
counters to their CSNPs. Hit counters allow commercial enterprises to assess the
traffic on their CSNP. Hit counters need not be limited to tracking the number of
visitors who view the CSNP’s main profile page. There can be specialized counters
attached to specific blogs, videos, pictures, bulletin board posts, and just about any
other element of a profile. Many social networks will provide users with options for
attaching built in counters to various elements on the profile.

In the case of music profiles, social-networking sites such as MySpace and Face-
book provide commercial users with the ability to keep track of fine grain statistics
such as how many visitors to their profile listen to the music on their profile’s
embedded music player. Quantitative analysis takes into account the number hits
a profile receives and simply put, it says that the more hits a profile has the more
successful it is.

5.3.4 Updates

The number of updates made on a CSNP is not often used in quantitative analysis;
but, nonetheless it is important as it will be used to cover qualitative analysis later
in the chapter. The number of updates during a period of time can show whether
a product has been abandoned by its commercial enterprise or whether it is being
backed by an active marketing campaign. Updates are elements such as blog entries,
status changes, tweets, bulletins, and others; and can trigger interactions as well.
The number of interactions triggered by each update can also be a telltale sign of a
product’s success.

5.4 Qualitative Analysis of CSNPs

Quantitative analysis leaves much to be desired in the way of accurately assess-
ing the success of a CSNP. The number of friends, interactions, hits, and updates
can easily be skewed by any number of factors; such as spam, profile hacks, and
automated scripts. Intentionally or unintentionally, the actions of the commercial
enterprise behind the CSNP can greatly affect the accuracy of quantitative analysis.
Many times commercial enterprises look to artificially influence their CSNP’s stats
in order to back up their claims of success. Additionally, the popularity of social
networks has created a spam epidemic. The number of businesses that were targets
for spam, phishing and malware via social networking sites increased dramatically,
with spam showing the sharpest rise from 33.4% in April 2009 to 57% in December
2009. This highlights a surge in exploitation of such sites by spammers [10]. This
creates the need to sift through any statistics skewed by spam and internal actions
in order to arrive at a valid conclusion regarding a CSNP’s success.
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In order to discern between valid and skewed statistics it is necessary to
understand just what factors can skew a CSNP’s stats. The following sections
will introduce heuristics that can be applied to raw quantitative data to produce
an accurate picture of a CSNP’s success. The heuristics introduced can be applied
together or separately and the more of these heuristics are applied concurrently, the
more accurate the results. It is up to the individual performing the analysis to decide
what heuristics should be applied to suit their needs.

5.4.1 Connections

The size of a profile’s friend list has long been the preferred measure of a CSNP’s
popularity. A clear application of this principle can be found in the music industry.
Record labels, management firms, and concert promoters rely heavily on this mea-
surement alone to validate their claims that the performing artist they are backing is
genuinely notable and successful. Their reasoning is that each friend on the CNPS’s
friend list equates to one devoted fan. This trend is not limited to the music indus-
try; film, television, public figure, and event profiles suffer from the same reliance
on friend list size and the assumption that one friend equals one devoted fan as a
measure of popularity and success.

5.4.1.1 Valid Connections

Obtaining an accurate count of the number of friends a CSNP is connected to goes
further than simply looking at the size of its friend list. Qualitatively perusing the
average CSNP’s friend list, it doesn’t take long to notice the abundance of unre-
lated CSNPs and spam profiles within the list. Spam profiles are CSNPs disguised
as personal profiles. Telling spam profiles apart from personal profiles is a topic
onto its own and thus beyond the scope of this chapter. Suffice to say that common-
sense observation should allow an individual with intermediate knowledge of social
networks to discern between a genuine personal profile and spam profile. It is im-
perative to understand the importance of the need to categorize connections as valid
and invalid.

Take into consideration a situation where a CSNP promoting a performing artist
has one million friends. Qualitative analysis has helped us determine that 9,99,000
of those friends are other performing artists and spam profiles. Under quantitative
analysis, it can be touted that this CSNP has achieved significant market reach and
overall success due to the fact that its friend list contains one million friends. Qual-
itatively evaluating the friend list and counting only those friends that are not other
CSNPs or spam profiles shows that the performing artist has a rather paltry fol-
lowing and not anywhere near as pervasive in the market as quantitative analysis
showed. Heuristic two defines a simple way to determine whether a member of a
CSNP’s friend list should be considered valid for purposes of analysis.
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Heuristic 2:

e Only those friends on a CSNP’s friend list that are not CSNPs or spam profiles
should be considered valid friends.

5.4.1.2 Connection Initiation

In addition to determining the number of valid connections in a friend list, it is
helpful to examine the source of the valid connection. As mentioned earlier, there
are only two ways to add friends to a friend list. A CSNP can send a friend request
to a personal profile or the personal profile can send a friend request to the CSNP.
Though a connection may be valid; its source, when looked at qualitatively, can
yield more information as to the weight that should be given to it.

A connection initiated by a CSNP to a personal profile for purposes of product
promotion shows a proactive effort on the CSNP’s part to grow their customer base.
On the other hand, a connection initiated by a personal profile towards a CSNP
shows an unprovoked overt act by an individual in support of the product associated
with the CSNP. This is a clear indication of the individual’s true support of the
CSNP’s product.

Heuristic 3:

e A connection request initiated by a personal profile to a CSNP demonstrates an
individual’s proactive support for the product associated with the CSNP and thus
carries more weight than a CSNP initiated connection request.

5.4.1.3 Connection Demographics

Incorporating demographic information in the analysis of personal profiles is dif-
ficult to achieve due to the absence of information verification mechanisms. The
owner of a personal profile could claim to be a 50-year-old Asian female in Los
Angeles and could, in reality, be a 20-year-old white male in New York. This makes
it very difficult to apply any sort of demographic based heuristic to CSNP analy-
sis. If it were possible to verify the user information pertaining to each friend in a
CSNP’s friend list; it would be prudent to introduce a heuristic to our quantitative
analysis. This heuristic would give greater weight to those profiles that fall within
the target demographic, as defined by the commercial enterprise behind the CSNP.
Demographic information can include age, gender, location, musical tastes, buying
patterns, education, yearly income, and more.

In order to fully understand the importance of incorporating a demographic-
based heuristic into CSNP analysis, picture a pop-rock band with a CSNP. Their
tour manager is trying to plot their tour route. Without the aid of a demographic-
based heuristic, CSNP analysis serves no purpose for his situation. If it was possible
to verify even a fraction of the demographic information in a profile, the tour man-
ager would be able to analyze his band’s friend list to a level of detail that would
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be of great use to him. For instance, if the geographic location of each friend in the
band’s friend list became verifiable; the tour manger would be able to create a map
overlay and visualize the areas on a map with the highest concentration of the band’s
friends. This would help him plan a tour route that stopped at locations with high
concentrations of the band’s friends; thus increasing the chances for a good turnout
at each performance.

In the event that further research yields a reliable means for demographic in-
formation verification pertaining to standard personal profiles, heuristic 4 will be
introduced.

Heuristic 4:

e If a friend’s demographic information conforms to a set of specified desirable
parameters it, indicates the friend will be more likely to actively support the
CSNP’s product.

5.4.1.4 Friend Stacking

Friend stacking is a deceptive technique by which CSNPs gain a large number of
friends even before they have officially announced the profile to the public [11].
One of the approaches often seen begins with a seemingly legitimate profile for a
charitable cause; such as the search for a missing child. In reality it’s actually a
commercial enterprise behind the site. Automated scripts begin sending thousands
of friend requests as part of a coordinated social network spam campaign. The good
hearted nature of many social network users causes them to accept the friend request
in order to help the charitable effort.

Once enough of the requests have been accepted, the commercial enterprise
changes the content of the profile and turns it into a CSNP. Now they have a CSNP
that is launched with several thousand friends already present in the CSNP’s friend
list. This creates the appearance of a sweeping phenomenon that people cannot wait
to be a part of. After the CSNP’s launch the automated scripts continue to send
friend requests; this time without the pretext of the charitable cause. The fact that
the friendees see a request from a CSNP with several thousand friends makes it more
likely that they will accept the friend request as opposed to seeing a request from a
CSNP with a very low number of friends. Friend stacking takes advantage of mob
mentality by creating the impression that their CSNP’s product already has a de-
voted following. Taking this into account, it is reasonable to infer that the results
of any analysis performed on a CSNP that has benefited from friend stacking is, at
minimum, skewed.

Heuristic 5:

o If friend stacking was used at anytime during the lifetime of a CSNP, any conclu-
sions obtained through analysis will be skewed; unless it is possible to identify
and remove all connections made through friend stacking.
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5.4.1.5 Div Overlaying

A less complicated alternative to friend stacking is a technique known as Div Over-
laying. Simply put, an HTML div element with a z-index greater than that of any
other element in the profile is positioned over the CSNP’s friend list. The content
of this div is indiscernible from the real friend list except for the fact that the text
indicating the number of friends has been modified [11]. The aim is to deceive the
average user into thinking that the CSNP has a greater number of friends than it actu-
ally has. Since the content of the div overlay is nothing more than standard HTML,
the CSNP’s administrator can choose to display any number they wish. They can
even periodically increment the number so as to give the illusion of legitimate in-
creases in friend list size.

A straight forward way to determine whether a CSNP is employing Div Over-
laying is to select the option to view the complete list of the CSNP’s friends. This
will show the true number of friends as the use of Div Overlaying is, more often
than not, limited to the main profile page. Div overlaying is not a technique that can
be used on all social networks; though it is one of the most popular hacks used on
MySpace personal and specialized profiles alike. The use of Div Overlaying extends
far beyond merely changing the apparent size of a friend list. Div Overlaying has
been used to replace entire profile main mages. Examples can be found on every
other CSNP throughout MySpace and other popular social networks.

Heuristic 6:

e When conducting analysis that takes into account the size of a friend list, a check
for the use of Div Overlaying must be performed in order to insure the accuracy
of the friend list size.

5.4.2 Interactions

As with connections, quantitative analysis of interactions based simply on raw num-
bers can be very misleading. Qualitative factors must be weighed-in if accurate
analysis is to be achieved; most notably the type, source, and content of the in-
teractions.

5.4.2.1 Interaction Type, Source, and Content

Interaction types can be wall posts, comments, picture ratings, bulletin board replies,
e-props, and any other interaction defined within a social network. The significance,
or weight, given to each type of interaction will be determined by nature of the
analysis being conducted. For instance, if analysis is being performed in hopes of
determining the impact a particular bulletin board entry has had on the overall CSNP
then, emphasis will be placed on bulletin board replies.
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The source of an interaction is determined by identifying the origin of the
interaction. For an unrelated CSNP to personal profile interaction the source is the
CSNP, as the interaction was initiated by the CSNP. When it comes to related inter-
actions, the source of each subsequent interaction is the same as the source of the
first interaction of the series of related interactions.

Content is a factor that is difficult to evaluate yet very valuable for analysis. The
content of an interaction needs to be semantically analyzed in order to assign a
proper weight to it. These three key factors should be considered concurrently in
order to yield the most accurate analysis possible. To demonstrate this, consider the
following two unrelated interactions and the analysis that follows.

Interaction A4
Social Network Facebook

Type Wall Post on Bob’s Personal Profile
Source Acme Inc.’s CSNP
Content “Hi! Do you like our product?”

Interaction B
Social Network Facebook

Type Wall Post on Acme Inc.’s CSNP
Source Jane’s Personal Profile
Content “I enjoy your product! I use it all the time!”

Note: Both interactions are unrelated to any other interaction

Under strict quantitative analysis, interactions A and B are identical. If qualitative
analysis of the three key factors mentioned is incorporated then it is clear that the
resulting analysis will indicate a significant difference between the two interactions.

A cursory glance reveals two noticeable differences, the first being that the
sources for the interactions are different. Interaction A is CSNP to personal pro-
file while interaction B is personal profile to CSNP. Secondly, the content is very
different. The content of interaction A appears to be an attempt by Acme Inc. to
solicit feedback from Bob concerning their product and interaction B is apparently
an unsolicited compliment from Jane to the Acme Inc. regarding their product.
As interaction A is unrelated to any other interaction, was initiated by the CSNP,
and has content intended to trigger one or more related interactions, it is not a
genuine social interaction. Interactions such as interaction A are said to be part of
interaction phishing.

Interaction phishing is an attempt by a CSNP to elicit personal profile to CSNP
interactions for the sole purpose of increasing its overall and personal profile to
CSNP interaction counts by baiting a personal profile into initiating social inter-
actions. Interaction phishing may occur via CSNP initiated connection requests or
CSNP initiated interactions. A personal profile to CSNP interaction that was trig-
gered by a CSNP to personal profile connection request or a CSNP to personal
profile interaction is considered to be a result of interaction phishing.

Heuristic 7:

o Interactions resulting from interaction phishing are not genuine social interactions
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Unlike the case with interaction A, the source and content of interaction B leads

one to conclude that interaction B was an unsolicited attempt by a personal profile

to engage a CSNP in social interaction. As interaction B is unrelated to any other

interaction, is originated from a personal profile, and its content is clearly indica-

tive of the personal profile’s support of the CSNP’s product, then it is considered a

genuine social interaction and should be weighed appropriately during analysis.
Heuristic 8:

e A personal profile to CSNP interaction between personal profile ¢ and CSNP
y that is unrelated to any other interaction or related to a series of interactions
whose initial source was ¢ is a genuine social interaction.

Heuristic 9:

o A CSNP to personal profile interaction between personal profile ¢ and CSNP
vy that is either related to a series of interactions whose initial source was ¢ or
initiated by y as a response to a connection request initiated by ¢ is a genuine
social interaction.

5.4.2.2 Interaction Based Spam

Considerations pertaining to the content of an interaction should be made to account
for the spam epidemic that plagues social networks [12]. Social network spam can
have many forms; some of which are analogous to those found in email spam [13].
Social network spam includes offers from supposed foreign politicians, real estate
deals that are too good to pass up, prescription drugs at prices too low to believe, and
more. In addition to these well known forms of spam, social networks fall victim to
social network specific spam such as interaction phishing, ballot stuffing, and friend
stacking just to name a few. Interaction based spam can greatly skew any kind of
quantitative analysis results unless the proper heuristics are applied. The topic of
social network spam deserves in depth consideration far beyond the scope of this
chapter. This section is limited to the introduction of a couple of heuristics that
may help negate or at least lessen the effect that interaction based spam has on the
analysis of CSNPs.
Heuristic 10:

e Any unrelated interaction whose sole purpose is to solicit the interaction recipient
is considered social network spam.

It is important to note that interaction based spam can originate from either a CSNP
or a personal profile. Personal profiles are capable of creating interaction based
spam with things such as birthday announcements, links to surveys, holiday tid-
ings, joke links, and countless other things. CSNPs create interaction based spam
with a much more specific purpose, to solicit the interaction recipient. Evidence of
CSNPs using interaction based spam can be seen throughout each of their friend’s
profiles. CSNPs are known for initiating random unrelated interactions at specific
times, such as product release dates, on their friends’ profiles. Some of the more
notorious producers of interaction based spam are music CSNPs.
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Music CSNPs will often use interactions to announce every single stop on their
tour. If a band with a CSNP is playing in New York on January 1, 2010 then they
will initiate interactions with as many friends as possible; soliciting their attendance
to the performance. Tactics such as this create interaction based spam equivalent to
the number of stops on the tour times the number of friends in the CSNP’s friend
list. As music CSNPs are known to use friend stacking [11] and other techniques to
artificially raise the number of friends on their friends list, this can create millions
of instances of interaction based spam.

Heuristic 11:

e Any interactions deemed to be social interaction based spam are not genuine
social interactions and should be treated accordingly during interaction analysis.

In determining if an interaction is spam it may be useful to apply traditional spam
detection heuristics found in email and social spam detection systems [14]. The
principle is the same; analyze the content of the interaction and based on the results
and determine if it’s spam or not. Additionally, it will be necessary to apply social
network specific heuristics to obtain a better estimate of the amount of spam in the
set of a profile’s total interactions.

Heuristic 12:

¢ When analyzing interaction statistics, generic and social network specific spam
heuristics must be developed and applied and any interaction deemed to be spam
must be removed from consideration.

As stated earlier, social network spam and the topics it encompasses, such as social
network spam detection, deserve separate and in depth attention beyond the scope of
this chapter. Suffice to say, a good foundation for the development and application
of social network spam detection and management can be found using heuristics 10
and 11.

5.4.2.3 Interaction Frequency and Timing

Two attributes of social network interactions rarely taken into account during anal-
ysis are frequency and timing of interactions. That is, when a set of interactions
occur and how often they occur over a set period of time. When it comes to CSNPs
the frequency and timing of interactions are valuable pieces of information. They
help commercial enterprises directly correlate past events to customer reaction and
anticipate customer responses to future events. In the case of band’s CSNPs, it is
useful to see what kind of a reaction the band receives from their social network
friends who attended their performance as well as gauge how many friends will be
attending the performance to begin with.

For instance, the week leading up to a performance in Chicago a band receives
1,000 genuine interactions and valid connection requests initiated by personal pro-
files in the Chicago area. This can be taken as an indication that the band can expect
a great turnout for their performance in Chicago. The same could not be said if the
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band received the same 1,000 interactions over the course of the 6 months prior
to the show due to the uncertainty large spans of time cause in the entertainment
industry. In the week following the band’s performance in Chicago, their CSNP
receives 1,000 more genuine interactions and valid connection requests from per-
sonal profiles in the Chicago area. This can be taken as a clear indication that their
performance in Chicago was a great success. On the other hand, if the band had
received only 100 genuine interactions and valid connection requests it could be
said, with considerably less certainty, that their performance was not as successful
as it could have been. In many cases, increases in interaction frequency around a
specific time can help tie the jump to a specific event.; while a lack of increases in
interaction frequency around a specific time are not as easily tied to a specific event.
This is simply because the nature of social network interactions is that users will not
always interact. This means that the lack of interaction may be attributed typical
user patters as opposed to the lack of interaction being caused by a specific event,
such as a performance or product release.
Heuristic 13:

o If there is an increase in the number of genuine personal profile to CSNP interac-
tions and valid personal profile to CSNP connection requests received during the
period of time immediately preceding and or following an event, it can be rea-
sonably inferred that the event in question is in part responsible for the increase.

Having interaction frequency and timing does not limit one to tying increases in
interactions to events. Knowing the frequency and timing of interactions can also
help analysts determine how fresh the success of a CSNP is. Take into considera-
tion a case where as CSNP has 1,00,000 valid connections and over its lifetime has
participated in 2,00,000 genuine social interactions. At first, it seems as though the
CSNP is currently enjoying the heights of success. Now consider additional infor-
mation has come to light. The latest interaction occurred 6 months ago and in the 2
years preceding that latest interaction, the interaction frequency was six interactions
per week.
Heuristic 14:

e When assessing a CSNP’s current level of success based on genuine interac-
tions and valid connections, it is necessary to evaluate the frequency of each as
compared to the average frequency over the lifetime of the CSNP. If the recent
frequency is slightly less than, equal to, or greater than the average overall fre-
quency then the CSNP’s success can be considered current.

With this information and the application of heuristic 14, it can be ascertained that
in the past two and a half years there have only been 624 interactions that involved
this CSNP. One can now infer that the bulk of this CSNP’s success happened over
two and a half years ago; clearly a sign that this CSNP’s best days are behind it.
A far cry from the results obtained without the use of heuristic 14.
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5.4.2.4 Interaction Uniqueness

Uniqueness of interactions is a brief yet important topic. When analyzing a CSNP
one must look at the breakdown of the personal profiles interacting with it. If it
is found that any personal profiles take part in a much greater percentage of inter-
actions than average, the value of those interactions must be weighed accordingly.
A case might exist where a CSNP has 1,000 genuine interactions but, all of those
interactions come from a single source. That should not be evaluated the same as a
CSNP with 1,000 interactions that each come from a unique source.
Heuristic 15:

o For every personal profile a in the set of all personal profiles that have been iden-
tified as a source of a genuine interaction between itself and the CSNP being
analyzed, the number of interactions per a should be within one standard devia-
tion of the total number of interactions divided by the number of unique sources.
Otherwise it is considered an outlier and removed from the analytical process.

5.5 Technical Notes

In obtaining the necessary quantitative and qualitative data for this research various
approaches were undertaken. In order to develop the heuristics introduced in this
chapter it was necessary to have the ability to crawl numerous social network pro-
files and extract pertinent information from each one. This task was accomplished
thanks to tools and methods introduced to the authors by their industrial partners at
IBM Almaden Research Center and Barcelona Supercomputing Center (BSC).

Two of the more vital tools were a social network crawler and profile information
extractor. Both were developed using IBM and BSC methods; such as SystemT [15]
and MapReduce [16]. The social network crawler would retrieve a random sampling
of social network profiles and store the results in a series of data files containing the
raw HTML of each profile. The profile information extractor would then process
these files and using a set of regular expressions, return an organized dataset that
allowed us study the results and from there, create the heuristics introduced in this
chapter.

In addition, various other scripts in combination with manual methods were used
to achieve as accurate a picture as possible of the intricacies behind CSNPs. This
chapter will attempt to paint for the reader that very same picture.

5.6 Summary

The furious pace at which social networks and CSNPs are evolving makes it im-
perative to continually monitor industry trends. The heuristics introduced here are
presented in a generic manner to make it easy to adapt them to the inevitable changes



112 L. Melendez et al.

in the world of social networks. Much work is left to be done in order to fully
understand the impact of CSNPs. A fusion of marketing, sociology, and computer
science research is necessary in order to paint a detailed picture of the effects CSNPs
have on industry and society.
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