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Overview 
• The importance of cloud computing is increasing and it is receiving a growing 

attention in the scientific community.  

• Cloud computing combines a number of computing concepts and 

technologies such as SOA, Web 2.0, virtualization and other technologies 

with reliance on the Internet, providing common business applications online 

through web browsers to satisfy the computing needs of users, while the 

software and data are stored on the servers. 

• Although there are many benefits to adopting cloud computing, there are also 

some significant barriers to adoption. One of the most significant barriers to 

adoption is security, followed by issues regarding compliance, privacy and 

legal matters. 

• Security is the main obstacle for many organizations in their move to the 

cloud, related to risk areas such as external data storage, dependency on the 

“public” internet, lack of control, multi-tenancy and integration with internal 

security.  

• In this work we present a categorization of security issues for Cloud 

computing focused in the so-called SPI model (SaaS, PaaS and IaaS), 

identifying the main vulnerabilities in this kind of systems and the most 

important threats found in the literature related to Cloud computing and its 

environment.  

Analysis of Security issues in Cloud Computing 
•We analyzed existing security vulnerabilities and threats of cloud computing. 

•For each vulnerability and threat, we identified what cloud service model or 

models are affected by these security problems.  

•Before analyzing security challenges in cloud computing, we need to 

understand the relationships and dependencies between these cloud service 

models.  

•PaaS as well as SaaS are hosted on top of IaaS; thus, any breach in IaaS will 

impact the security of both PaaS and SaaS services, but also it will be true on 

the other way around. However, we have to take into account that PaaS offers a 

platform to build SaaS applications, which increases the security dependency 

between them.  

•As a consequence of these deep dependencies, any attack that can 

compromise any cloud service model can be catastrophic for the cloud. Each 

cloud service model comprises its own inherent security flaws; however, they 

also share some challenges that affect all of them.  

•Table 1 presents an analysis of vulnerabilities in cloud computing. This analysis 

offers a brief description, and it indicates what cloud service models (SPI) can 

be affected by these vulnerabilities.   

•Table 2 presents an overview of threats in cloud computing. Like Table 1 it also 

describes the threats that are related to the technology used in cloud 

environments, and it indicates what cloud service models are exposed to these 

threats.  

Table 1: Vulnerabilities in Cloud Computing 

Table 2: Threats in Cloud Computing 
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Career Impact 
This experience offered me more 

opportunities in concern to 

experience different ways in which 

people work together as a group 

and solve problems.  

This opportunity also gave the 

chance to get to know a place and a 

different culture. 


